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CONCLUSION:

802.11n has significant advantages over legacy wireless technologies and, with
Wi-Fi certification in place since June 2007, is ready for enterprise deployment
now. These advantages present the enterprise network manager with important
deployment considerations. Managers that take time to evaluate these
considerations, within the context of their enterprise needs and constraints, will
improve their ability to achieve a successful 802.11n deployment.
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Synopsis

Many enterprises are considering Wi-Fi CERTIFIED™ 802.11n" draft 2.0 deployment because it has
significant advantages over existing wireless technologies. However, these advantages present the
enterprise network manager with important deployment considerations. This paper examines in detail
various deployment considerations for 802.11n in the enterprise environment, including operational
modes, frequency band selection, power management, the AP wired Ethernet port, use of WLAN
controllers, and network management. Considerations on the use of 802.11n as an Ethernet replacement
are addressed, and the role of Wi-Fi CERTIFIED as an important purchase criterion is outlined.

Most existing 802.11 devices operate in a single frequency band, (e.g., 2.4 GHz or 5 GHz). 802.11n is
different because it is specifically designed to operate in both the 5 GHz and the 2.4 GHz frequency
bands. So 802.11n presents an opportunity for enterprises to reconsider which frequency band(s) to use.

Legacy 802.11 access points (APs) have a maximum power draw that is very close to the IEEE 802.3af
Power over Ethernet (PoE)maximum of 15.4 watts. However, most 802.11n APs will consume more
power than legacy APs. Enterprise AP vendors have addressed this problem in several ways and
enterprise ['T managers must consider which approach they will select.

802.11b/g/a APs typically use Fast Ethernet ports to forward traffic onto the wired network. Because
the 802.11n data rate is designed to exceed the 100 Mbps capacity of Fast Ethernet (especially when
using 40 MHz channels), most new APs will use Gigabit Ethernet for wired Ethernet
communication. Therefore, some enterprises may choose to upgrade a portion of their wiring closet
switches, and possibly their cabling, to provide gigabit Ethernet links to their 802.11n APs.

WLAN controllers that perform the data-forwarding function must backhaul all wireless traffic
from hundreds of 802.11n APs, and so each controller will likely need to support several Gigabit
Ethernet connections. WLAN controllers that distribute the data-forwarding function to the AP will
need only a single Gigabit Ethernet connection.

802.11n presents a new security challenge because existing hardware sensors, without software
updates, may not be able to recognize 802.11n APs. Therefore, it is important for enterprise
managers to update wireless intrusion detection systems (IDSs), regardless of whether or not they
plan to deploy 802.11n.

802.11n will impact network management tools. For example, spectrum analyzers must be able to
recognize MIMO spatial streams, and visually communicate network behavior to the user.
Therefore, enterprise managers will need to upgrade their network management tools in order to
manage 802.11n networks.

""Throughout this paper the term “802.11n” explicitly refers to the “IEEE 802.11n draft 2.0 amendment to the
802.11 standard”, unless explicitly stated otherwise. 802.11n devices that are currently Wi-Fi CERTIFIED are based
upon this draft.
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http://en.wikipedia.org/wiki/Power_over_Ethernet

Introduction to 802.11n

802.11n is an emerging amendment of the 802.11 standard that significantly improves throughput
and range compared with the existing 802.11 standard. Currently available products are based upon a
stable draft version of the amendment (802.11n draft 2.0). The completed version of 802.11n is likely
to be ratified in 2009. The Wi-Fi Alliance began certifying products based upon 802.11n draft 2.0 in
June 2007, and this has helped align the industry around a set of core features that deliver inter-
vendor product interoperability.

802.11n improves the performance of existing wireless applications that currently operate using
802.11a/b/g, and it enables more applications to use a wireless LAN that currently require wired
Ethernet. Point of sale transactions, voice over wireless LAN, and Internet browsing will all benefit
from the increased performance, coverage, and robustness of 802.11. In addition, 802.11n enables
applications such as wireless backup, videoconferencing, and medical imaging to operate over a

wireless LAN.

Key Advantages

802.11n includes many new features that improve throughput, robustness, and range. These include:

e Frame Aggregation: The 802.11 standard defines a half-duplex, shared, media access control
(MAC) layer. 802.11n boosts MAC layer performance by allowing 802.11n devices to aggregate
several packets into a single packet using the two different techniques. The benefit of
aggregation is that it avoids the wasted overhead between frames.

e  MIMO: Multiple input, multiple output (MIMO) is a technology that uses multiple antennas at
the transmitter and the receiver. MIMO exploits the fact that radio frequency (RF) signals often
reflect off of objects in their path, causing a phenomenon called multipath. MIMO uses a
technique called spatial multiplexing that transmits separate data streams at the same frequency
but over different spatial channels. In effect, MIMO turns multipath from a signal impairment

Throughput and Range
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